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Background

The National Defense Authorization Act (NDAA) of FY 2020 codified the use of Modular Open
Systems Approach (MOSA) by requiring the Department of Defense (DoD) to incorporate
MOSA into programs and to assess MOSA compliance. These requirements are identified in
several documents, such as:

e 10 USC 4401: Requirement for modular open system approach in major defense
acquisition programs; definitions

e 10 USC 4402: Requirement to address modular open system approach in program
capabilities development and acquisition weapon system design

e 10 USC 4403: Requirements relating to availability of major system interfaces and
support for modular open system approach

o DoD Directive 5000.1, Defense Acquisition System

e DoD 5000.2-R, Mandatory Procedures for Major Defense Acquisition Programs and
Major Automated Information Systems

e DoD Instruction 5000.2, Operation of the Adaptive Acquisition Framework

e DoD Instruction 5000.88, Engineering of Defense Systems

o DoD Instruction 5000.87, Operation of the Software Acquisition Pathway

e DoD Instruction 5000.85, Major Capabilities Acquisition (MCA)

e DoD Instruction 5000.82, Acquisition of Information Technology (IT)

o DoD Instruction 5000.84, Analysis of Alternatives (AoA)

e DoD Instruction 5000.01, The Defense Acquisition System

e DoD Instruction 5000.75, Business Systems Requirements and Acquisition (BSRA)
e DoD Instruction 5000.86, Acquisition Intelligence (IC)

e DoD Instruction 5010.44, Intellectual Property
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e DoD Instruction 5137.02, Under Secretary of Defense for Research and Engineering
(USD(R&E))

o OUSD(R&E), Systems Engineering Guidebook
The Services have responded and have made notable progress in incorporating MOSA
processes into their respective programs; however, as the Department continues to progress in

using MOSA, it seeks greater integration of MOSA standards into program development and
transition to model-based systems engineering (MBSE).

Although this paper does not include an exhaustive list, it provides a summary of MOSA best
practices and tools.

Summary of MOSA Best Practices

All Services have incorporated MOSA into their programs to some extent and they continue to
expand MOSA integration. Each Service has taken its own approach, so as yet there is limited
standardization across the Services.

1. Vehicular Integration for C4ISR/Electronic Warfare (EW) Interoperability (VICTORY)
The goals for developing the VICTORY architecture and standard specifications are as follows:

e Improve upon current practices by eliminating, where possible, the practice of “bolt-on”
systems.

¢ Reduce the size, weight and power (SWaP) and system cost impact of adding electronic
systems to vehicles by using shared hardware computing resources and shared
displays, as opposed to duplicating resources by dedicating displays to specific
C4ISR/EW systems.

e Create a flexible framework for specifying the required functionality and interfaces of
electronic components to simplify integration, enhance interoperability, create increased
capabilities for the warfighter, and reduce life cycle costs.

o Maximize C4ISR/EW portability by defining:
o Open standard interfaces
o Open data formats
o Open protocols that can be used by vehicle communities.

e Support current and future information assurance (IA) requirements in U.S. Army ground
vehicles. Document a set of shared IA hardware and software components, interfaces,
and architectural patterns that enable a system integrator to build a “defense in depth”
security design appropriate to a wide array of requirements and security levels.
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e Provide an evolutionary approach toward network-centric C4ISR/EW, starting with
interoperability with current systems, and providing a pathway for insertion of new
capabilities and technologies.

STRYKER VICTORY focuses on adopting/adapting/authoring, validating and
managing a Single Authoritative Framework and Standards for
vehicular integration
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Figure 1: VICTORY Execution Strategy

VICTORY uses a data bus-centric design. Data from sensors, the platform, and systems is
published on the VICTORY Data Bus (VDB). In some cases, the publication on the VDB

may be secondary to high-performance control or processing loops, but the data should be
accessible from nodes attached to the VDB (in accordance with security requirements).

Programs should avoid tight coupling of sensors and their processing functionality unless a
performance requirement would otherwise be unattainable. Data from other types of buses
(e.g., Controller Area Network [CAN]) should be published onto and accessed via the VDB.

Configuration, control, status reporting, and fault management interfaces must be accessible
via the VDB. This includes interfaces to the VDB components, C4ISR/EW systems, and
platform systems. Message formats and protocols for all data, control, configuration, and
status interfaces must be open. Applications should access data, control, configuration,
status reporting, and fault management interfaces via the VDB interfaces.
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2. Sensor Open Systems Architecture (SOSA)

The purpose of SOSA is to:

o Promote portability and create product families across the sensor, radar, signals
intelligence (SIGINT), EW, electro-optical / infra-red (EO/IR) and communications

community.

e Promote the development of reusable sensor components applicable to a broad class of

sensors and host platforms.

¢ Include business processes to adapt the procurement to a MOSA reality, protect industry
intellectual property (IP), and create incentives for industry to invest in broadly applicable

technologies that can be applied to a variety of sensors.

e Allow capabilities to be developed as components that are exposed to other components

through well-defined (key) interfaces

Electromagnetic
Environment

S05A Sensor

SOSA Sensor
Element

Non-505A

\‘SDSA Sensor

- a = - R N N N NN NN N NN N NN ] N N NN

L E E R R RN
L X N N N N N B N N

Pod
(SOSA Host)

Platform
(SOSA Host)

FIGURE 2: SOSA Systems Interface Description (SV-1)
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These objectives are accomplished through a SOSA Consortium which consists of Government
stakeholders and industry participants. The SOSA Consortium includes five working groups:
Architecture, Business, Electrical/Mechanical, Hardware, and Software. The Consortium defines
requirements for SOSA conformance.

SOSA goals include the following:
¢ Open: Vendor and platform agnostic open modular reference architecture and business

model.

e Standardized: Software, hardware, and electrical-mechanical module interface
standards

e Harmonized: Leverage existing and emerging open standards scope
¢ Aligned: Consistent with DoD acquisition policy and guidance
o Cost-Effective: Affordable C4ISR systems including lifecycle costs

e Adaptable: Rapidly responsive to changing user requirements

3. Future Airborne Capability Environment™ (FACE™)

FACE™ was developed to establish a standard common operating environment to support
portable capability-based applications across DoD avionics systems, reduce life cycle costs and
time to field, obtain industry and DoD program management endorsement, and facilitate
conformance with standards to maximize interoperability among applications within the avionics
system.

War-Fighting Platform
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application | application application
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( Avionics Networks ()

FIGURE 3: FACE™ Technical Strategy
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Program oversight is provided by a consortium of Government stakeholders and industry
participants which provides:

e Openness

e Balance of interest

e Due process

e An appeals process

e Consensus

o Enabler for consortium participation by US agencies

e Foundation of consortium status under National Cooperative Research and Production
Act

4. Open Mission Systems (OMS)

The Open Architecture Management Office (OAMO) maintains and manages the OAM
Standards:
e OAM Standards include:
o Open Mission Systems (OMS) Standard

o Unmanned Aerospace Systems (UAS) Command and Control (C2) Initiative
(UCI) Standard.

e Open Architecture Collaborative Working Group (OACWG) is the OAMO-selected and
funded working group of industry participants that perform the day-to-day activities within
the OAM program

e The Common Governance Board (CGB), which consists of OAMO and OACWG
participants reviews, adjudicates, and prioritizes changes that impact the OAM
Standards
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FIGURE4: OMS Example - Automatic Target Recognition

The OMS provides requirements, architecture definition, detailed specifications and examples. It
defines:
e OMS architecture and rules for compliance

e OMS as a consensus-based, non-proprietary, open architecture for integrating
subsystems and Services into airborne platforms

e OMS reference architecture which includes a set of architectural elements or building
blocks, used to document the key interfaces required of OMS components

5. C4ISR/EW Modular Open Suite of Standards (CMOSS)

CMOSS consists of a suite of layered standards that are individually useful and can be
combined to form a holistic converged architecture. It provides pools of sensors and processors
available to multiple applications, facilitates rapid insertion of new hardware and software into
systems and facilitates shared hardware to reduce SWaP requirements.

7

Distribution Statement A. Approved for public release. Distribution is unlimited.
DOPSR Case # 23-S-0968



-
——— Software

MORA —— Functional

Decomposition

]
3

~——— Hardware
Layer

-;-N etwork
~ Layer

FIGURE 5: CMOSS Layered Standards

o Software Layer:
o Enables portability of software applications across hardware platforms
o Software framework selected based on mission area

e Functional Decomposition:

o Allows for sharing of radio frequency (RF) resources such as antennas and
amplifiers

o Defines interfaces between RF functions and components

o Enables best of breed along with rapid component upgrades
e Hardware Layer:

o Enables capabilities to be fielded as cards in a common chassis

o Common form factor including physical, electrical, and environmental specifications
e Network Layer:

o Provides connectivity within the platform and defines interfaces between capabilities

o Enables legacy systems to share Services within the converged architecture
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6. Hardware Open Systems Technologies (HOST)

Navy Hardware Open Systems Technologies (HOST secure network implements open
architecture. This device operates in real-time (or near real-time) without any latency generated
from the open architecture design and without an increase in SWaP-C requirements. This
server is capable of hosting traditionally developed software as well as software developed in
accordance with the FACE™ technical standard. The server is used as a surrogate to
demonstrate component portability with an existing government HOST conformant computer, as
well as to validate the design meets real time (or near real time) latency standards. HOST is
intended to reduce the variability in existing standards (such as VME and OpenVPX) to enable
portability of components within the computing architecture.
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FIGURE 6: HOST Components

7. Software Communications Architecture (SCA)

The Software Communications Architecture (SCA) is an open architecture framework that
promotes development of software defined systems by identifying the boundaries for software
applications and their interactions with the physical hardware. The SCA facilitates portability,
interoperability and configurability of software and hardware components used in embedded
systems.
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FIGURE 7: SCA Components and Interfaces

The SCA was originally developed by the U.S. military’s Joint Tactical Radio Systems (JTRS) to
standardize the way in which Software-Defined Radios (SDR) for the U.S. armed forces were to
be built. Since then, the SCA has evolved with the input of the international radio community.

Summary of MOSA Assessment Tools

All tools appear to contain subjective or qualitative criteria. Some provide scalars to convert the
qualitative assessments into quantitative outcomes. Of all the tools/processes studied, it
appears the 1. Modular Open Systems Approach Program Assessment Tool (PART), Open
Architecture Assessment Tool (OAAT) and open architecture, position, navigation and timing
(OA PNT) provide criteria that align well with the criteria identified in policy and guidance. In
addition, they are some of a few tools that attempt to quantify a program’s compliance with
MOSA standards.

1. Modular Open Systems Approach Program Assessment Tool (PART)

PART was adapted from the former Office of Management and Budget Program
Assessment Rating Tool and is referenced in the Army’s Modular Open Systems Approach
(MOSA) Implementation Guide as their assessment tool.

The MOSA PART presents a list of 24 questions for consideration and scoring. These will
assist program managers and their teams by prompting consideration of MOSA planning,
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implementation, self assessment, and reporting. Each of these questions is scored and
recorded in four categories:

e Progress or Status (Planned, Achieved, or N/A)
e Extent to which each is achieved (None, Little, Moderate, Large)
¢ Rational or Explanation (Narrative of the status evaluation)

e Supporting Evidence or Date

The tool provides instruction on its use, provides prompts to assist with scoring and
recording assessment justifications, and citations of objective quality evidence in support of
the scoring.

PART assists program managers to identify the degree of their MOSA implementations
according to the Open Systems Joint Task Force five key MOSA pillars: Modular Design,
Key Interfaces, Open Standards, Conformance, and Enabling Environment.

2. Open Architecture Assessment Tool (OAAT)

OAAT is an Excel tool designed to assist Navy program managers assess the openness of
their programs. It aligns to the Open Architecture Assessment Model (OAAM) as approved
by ASN (RDA) and provides a reproducible and objective method of conducting program
assessments. Version 3.0 of the tool incorporates changes that streamline and clarify the
questions to make them easier to understand, increase tool usability using modified
answered selectors, and provide end users visibility into the OAAT score capping
mechanism.

The OAAT is used to assess a weapon system’s degree of openness in terms of the open
architecture maturity of that specific weapon system program and its systems. Openness
refers to both business and technical characteristics of weapon systems that support
modular design, interoperability, and commercial standards. A higher degree of openness
both supports weapon system programs in terms of competition for development and
support, as well as facilitates rapid technology insertion.

Specifically, the OAAT is an analytical tool that evaluates responses to a set of interrelated
questions to provide program officers with an objective and evidence-based assessment of
the degree that a program exhibits openness along two axes: Business/Programmatic and
Technical. The degree to which openness is implemented is presented in terms of
business/programmatic and technical criteria. The business/programmatic dimension criteria
include questions that address: Open Architecture, Modular Open Design, Interface Design
and Management, Treatment of Proprietary Elements, Open Business Practices, Peer
Review Rights, and Technology Insertion. The programmatic questions refer to the
processes and documentation employed to acquire and manage systems.
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Business Areas

¢ Open Systems Approach

e Open Architecture

e Open Modular Design

¢ Interface Design and Management
e Treatment of Proprietary Elements
e Open Business Practices

e Peer Review Rights

e Technical Insertion

¢ Commercial Standards

e Compliance

Technical Areas

e Design Tenet: Interoperability
e Design Tenet: Maintainability
e Design Tenet: Extensibility

e Design Tenet: Composability
e Design Tenet: Reusability

e General Design Tenet

The technical dimension criteria cover the essential OA design tenets of Interoperability,
Composability, Reusability, Maintainability and Extensibility. The technical questions refer to
the technical features of computing environments and application software. The technical
areas measured are described below (Naval Open Architecture Enterprise Team, 2006):

Interoperability: How readily can the program’s separate systems exchange
information and appropriately use each other’s functional capabilities?

Maintainability: What architectural characteristics address obsolescence and provide
for timely technology refresh, fixes, and upgrades?

Extensibility: Does the program follow a well-defined system engineering process for
implementing capability extension?

Composability: Are the program’s systems capable of being highly modular and having
minimal dependencies (loosely coupled) so they can be readily combined with other
modules to provide new types of functionality?

Reusability: Are the assemblies that are candidates for reuse readily available, certified
for reliability and performance, and easily obtained for reuse?

MOSA: What is the program’s level of MOSA Compliance?
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The OAAT provides an OA Assessment Model (OAAM) that displays the program’s current
state with respect to business and technical degrees of openness. Each of these areas
(business and technical) is rated on a scale of 0 to 4.

The scores for these two dimensions are plotted on the OAAM, which provides a graphical
depiction of the current state of OA maturity and also identifies the progression toward
higher levels of openness. The program manager then uses the results of the OAAT
assessment to help improve the program with respect to Naval Open Architecture. Using the
OAAM, a program’s degree of openness can be rated using the programmatic and technical
levels as shown below.

Programmatic Levels

e 4: Open and Net-Centric
e 3: Common

e 2: Migrating to Openness
¢ 1: Connected

e 0: Isolated

Technical Levels

o 4: Enterprise

¢ 3: Common

e 2:Layered and Open
e 1: Layered

e 0:Closed

3. Key Open Subsystem (KOSS) Tool

The Naval Air Systems Command (NAVAIR) has developed the Key Open Subsystems
(KOSS) tool to evaluate which system components may be most susceptible to vendor lock
because of proprietary interfaces. This tool offers one method for determining the most
important subsystems/components for which the program office should seek license rights.
The KOSS Tool can identify those important system components that may become obsolete
or require upgrades more often than others. This tool can help a program to evaluate which
key system components may prove most susceptible to the negative impacts of a vendor-
locked situation. In short, if only one vendor can replace or upgrade those key components,
that de facto monopolist may be able to exert excess negotiating leverage over replacement
or upgrade prices. Furthermore, the monopolist vendor’s solutions may be inferior to those
on the open market. To combat these problems, the KOSS tool may help the Government
identify any key component interfaces that follow proprietary standards and should be
modified to use open standards, thus ensuring that other qualified vendors can provide
replacement components. By highlighting these key components, KOSS allows a program

13

Distribution Statement A. Approved for public release. Distribution is unlimited.
DOPSR Case # 23-S-0968



to focus its efforts on acquiring IP rights only for those highly volatile areas of the system
and to conserve resources by disregarding IP for other, less important system components.

4. Air Force Systems Engineering Assessment Model (SEAM)

The primary purpose of SEAM is to promote the application and use of standard systems
engineering processes across the Air Force and to improve the performance of these
processes through continuous process improvement (CPI). AF SEAM was developed to
support both self-assessment and independent validation of systems engineering process
implementation. While the tool assesses the existence of SE process work products (i.e.
CONOPS, plans, technical documents, etc.) it does not assess the outcomes delivered to
the customer.

SEAM is a Microsoft Excel model of systems engineering based on a set of best practices
developed by representatives from Air Force acquisition programs. It is a self-assessment
tool to ensure a consistent understanding of systems engineering, ensure core systems
engineering processes are in place and being practiced, document repeatable systems
engineering best practices across the Air Force, identify opportunities for continuous
improvement, improve program performance and reduce technical risk. SEAM is not an
appraisal of product quality or a report card on people or the organization.

Air Force SEAM defines 10 standard systems engineering process areas, lists associated
goals under each process area and provides associated specific and generic practices.
These include:

Configuration Management

Decision Analysis

Design

Manufacturing

Project Planning

Requirements

Risk Management

Transition, Fielding and Sustainment
Tech Management and Control
Verification and Validation

T T TQ@ M0 o0 o

5. Open Architecture Position, Navigation and Timing (OA PNT)

The U.S. military and civil position, navigation, and timing (PNT) community has long sought
a standard, or open architecture to facilitate collection and dissemination of PNT data to
augment or replace the current GPS timing/navigation standard.

The PNT Chief Architect and Stakeholder Working Group define the DoD-level PNT Open
System Architecture to:
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o Define a common lexicon/definitions to guide DoD response to threats;
development of strategy/doctrine; development of new capabilities; infrastructure
improvements (e.g., modeling and simulation); and development of dependent
systems (e.g., C2), training systems, tools, and the industrial base.

e Define DoD-level reference architecture to include data structure standard, interface
control standard, DISR reference standards, Services and a capabilities baseline for
a unifying vision for interoperability and integration of PNT capabilities across DoD.

MOSA compliance is assessed via the OA PNT tool. OA PNT is an Excel-based Criteria
Scoring Matrix similar to the OUSD (R&E) recommended process (see Tool 6). Programs or
projects are scored on a 1-5 qualitative scale, with 1 being the qualitative minimum score
and 5 being the qualitative maximum score. Major evaluation criteria include:

Standard Characterization
Architecture Characterization
Services/Functionality

Data Model Characterization

Qo oo

These are further broken into several sub-criteria.
6. OUSD (R&E) Recommended Process

OUSD (R&E) has published “OUSD(R&E) Refines MOSA Assessment Criteria” in which it
recommends a standardized, repeatable process that employs the 5 MOSA Pillars as the top-
most criteria in a hierarchical structure:

e Establish Enabling Environment
e Employ Modular Design

o Designate Key Interfaces

e Select Open Standards

e Certify Conformance

OUSD(R&E) recommends using a Multi-Attribute Utility Theory (MAUT) for scoring. MAUT is a
structured methodology designed to handle the tradeoffs among multiple objectives. Many
MOSA models/tools used by the Services today use this process to provide a quantitative
MOSA evaluation of their program(s). Although several COTS tools are available to conduct
MAUT, a simple Excel spread sheet is often the preferred tool. The approach requires the
reviewer to include all the pillars in an assessment. Criteria should be evaluated on a 0-5 scale
to allow a quantitative scoring and life-cycle measurement in which 0 represents no/minimal
capability and 5 represents total/maximum capability for that criterion.
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Model-Based Systems Engineering

Currently, the Department of Defense Architecture Framework (DoDAF) is used for
development of Architectural Descriptions in the DoD. It also provides extensive guidance on
the development of architectures supporting the adoption and execution of Net-centric services
within the Department. However, DoDAF relies on standalone (discipline-specific) models
whose characteristics are shared primarily through static documents. This has led to a more
formalized modeling practice of model-based systems engineering (MBSE).

MBSE is the formal application of modeling to support system requirements, design, analysis,
verification and validation activities beginning in the conceptual design phase and continuing
throughout development and later life cycle phases. MBSE moves toward a shared system
model with remaining discipline-specific models providing their characteristic information in a
mathematically rigorous format. All disciplines “view” a consistent system model.

MBSE includes three core elements: a modeling language, a modeling method and a modeling
tool. The modeling language defines the grammar for a modeling effort. The modeling method
defines the framework and set of tasks for a modeling team. The modeling tool is the actual
software used to coordinate and implement the MBSE model.

MBSE employs the Unified Modeling Language (UML) or Systems Modeling Language
(SysML). The Object Management Group® Systems Modeling Language (OMG SysML™) is a
general purpose graphical modeling language for specifying, analyzing, designing, and verifying
complex systems that may include hardware, software, information, personnel, procedures, and
facilities. It provides graphical representations with a semantic foundation for modeling system:
Requirements, Behavior, Structure and Parametrics.

At this time, the CAMEO Systems Modeler (CSM) appears to be the modeling tool of choice.
Models developed contain several structural diagrams (Block Definition Diagrams (BDDs) and
Internal Block Diagrams (IBDs)) and dozens of State Machine Diagrams (STMs). CSM also
includes hundreds of Activity Diagrams (ACTs) and multiple simulation execution environments
for each instantiation requested.
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Acronyms

AADL Architecture Analysis and Design Language

API Application Programming Interface

ASN (RDA) ﬁiziji’gggfecretary of the Navy for Research, Development, and
Cl/CD Continuous Integration/Continuous Delivery

CSM CAMEOQO System Modeler

DAS Defense Acquisition System

DISR Defense Information Technology Standards Registry
DoDAF Department of Defense Architecture Framework
FIPS Federal Information Processing Standard

IP Intellectual Property

JTRS Joint Tactical Radio Systems

MAUT Multi-Attribute Utility Theory

MBSE Model-Based Systems Engineering

MOE Measure of Effectiveness

MOP Measure of Performance

MOSA Modular Open Systems Approach

MOSWG Modular Open Systems Working Group

NDAA National Defense Authorization Act

NDIA National Defense Industrial Association

OA Open Architecture

OpenVPX Open VME, PCI-X

OSA Open Systems Architecture

OSJTF Open Systems Joint Task Force

OUSD(R&E) (E):]fg;,re]eoefritgs Under Secretary of Defense for Research and
PCI-X Peripheral Component Interconnect eXtended

SE Systems Engineering

PNT Position, Navigation, and Timing
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RF Radio Frequency

SWaP Size, Weight and Power

UML Unified Modeling Language

VME Virtual Machine Environment
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