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Secure Edge/Internet of Things (SE IoT) Projects 
Validated GPU Based Secure Processing Module (GUARD)- $4.8M, Lead: 
MMEC-Northrop Grumman-  

The Validated GPU Based Secure Processing Module (GUARD) project seeks to provide a solution for 
defense in diversity for IoT systems. The processing needs envisioned to enable the capabilities our 
future warfighters need at the tactical edge far exceeds what is available today and forward deployed 
tactical edge solutions demand a security posture significantly beyond what is commercially 
supportable. The GUARD project will develop a secure graphics processing unit prototype that is based 
on mature commercial GPU technology and proven protection concepts to enable a forward-looking 
architecture for a family of secure edge GPU ecosystems for both DoD and commercial applications. A 
low SWaP secure GPU module will enable users to rapidly deploy and update emerging AI algorithms to 
promote an asymmetric advantage in AI and sensor processing. GUARD will advance the technologies 
needed to significantly reduce SWaP-C required for future edge computing assets, develop a holistic 
security posture to protect the control flow of the processor from external influence, ensure the integrity 
of the system during execution, prevent exfiltration of critical program information, and provide a means 
to recover from and/or respond to threat events. The effort will achieve these goals by developing the 
architecture to pair proven root of security (RoS) technology with GPU specific enhancements and 
techniques for mitigating boot time side channel attacks with commercial high performance GPU 
devices from NVIDIA. NVIDIA recognizes the need for secure computing solutions in both the datacenter 
and the edge to protect sensitive data from unauthorized access. As a result, NVIDIA has implemented 
software and hardware solutions such as confidential compute, trusted execution environments, inline 
memory encryption, and secure boot. The integration of the NVIDIA GPU with a root of security will 
protect data at-rest and make the determination of a safe environment before enabling the GPU to 
process critical information. The GUARD team is led by Northrop Grumman which is responsible for 
overall prototype design, proof of concept demonstration, and testing. The University of Maryland 
supports the effort with vulnerability analysis and Battelle with security modeling.  Future hardware 
integration will be performed by NHanced. Commercial GPUs are being sourced from NVIDIA.  The 
GUARD project expects to mature the Root of Security integration with NVIDIA’s GPU ecosystem from a 
TRL/MRL of 2-3 to a TRL/MRL of 5. 
 

Modular Digital Direct Waveform Synthesizer w/ Integrated Analog-to-
Digital Converter (ADC) Functionality (DDWS) - $9.2M, Lead: SCMC -HII 
Mission Technologies-  

Frequency-agile analog synthesizers or digital direct synthesis (DDS) components today are integrated 
with other components to support DoD needs in expensive subsystems. DDS drawbacks include phase 
noise, limited-precision tuning words, dependence on clock quality, complex schemas to overcome 
limitations, and significant power consumption and size. This project seeks to develop a broadband 
Digital Direct Waveform Synthesizer (DDWS) that is highly programmable, offering high-speed 
communication links, direct data acquisition for flexible processing, secure storage, and the ability to 
create a root-of-trust processing environment. Successful development of the end-state, TRL-8 Multi-
Chip Module (MCM) enables a scalable digital signal processor environment featuring secure 
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computing, compliance with zero-trust and root-of-trust, and support for AI/ML applications at the edge, 
all with the lowest overall footprint (reduced SWaP, increased efficiency, improved thermal 
management and signature control, intermittent independence from cloud). It will provide a ruggedized 
system for cognitive radar/EW with AI/ML and high-speed signal processing. The MCM with DDWS 
facilitates sensor integration into smaller platforms (autonomous vehicles, small drones, buoys) and 
empowers ISR and EW systems with new capabilities. The DDWS project will benefit from SCMC hub-
supported EDA access and expanding into dual-use markets/applications, as this system is also 
currently being evaluated for integration into 5G communications systems/base stations. HII is engaging 
SCMC for continuing hub support for additional, externally funded projects to build off DDWS. 

ARC-V Secure Processor (ARC-V) - $7.8M, Lead: SWAP-Idaho Scientific-  
Idaho Scientific is developing a security-hardened processor ASIC chiplet over a three (3) year program. 
Developing highly secure systems that can protect important assets from cyberattacks starts at the 
silicon level. Idaho Scientific has established an agreement to license Synopsys’ ARC-V™ Processor IP 
and integrate it with Idaho Scientific’s Helios Memory Guard (HMG) technology. This combination 
creates a trusted processing solution that addresses the stringent performance and security 
requirements of SoCs targeting aerospace and defense applications. The project’s primary objective is 
to create a secure, low-power processor chiplet that allows companies to confidently deploy advanced 
systems, which rely on powerful but vulnerable commercial electronics. While this initiative is initially 
focused on Aerospace and Defense use, the technology has far-reaching implications for the 
commercial sector. When the secure processor chiplet becomes available for commercial use, it will be 
a game-changer for industries that depend on confidential computing and protecting sensitive data, 
such as data servers, healthcare, banking, and telecommunications. Hackers can exploit imperfect 
software and weak system security to take control of devices or reverse-engineer them, threatening 
national security. The Helios Memory Guard technology that will be integrated with the Synopsys ARC-V 
processor prevents a broad range of threats, including code injection attacks, Call-oriented 
programming, jump-oriented programming, planting foreign code in or tampering with boot, memory 
corruption attacks on non-owned memory, cold boot or data remanence attacks, and reading or altering 
memory via Input/Output, Direct Memory Access or Rowhammer-style attacks. Year One (1) is focused 
on front end design and demonstration in an FPGA simulation. 
 

An Efficient Hardware Crypto Engine based on In-Memory Computing 
(IMCRYPTO) - $2.8M, Lead: SCMC -University of Notre Dame-  

Current commercial offerings of widely adopted AES cryptographic engines, associated with von 
Neumann processing hardware such as CPUs, require numerous clock cycles to initiate via Round Key 
and Key Scheduling operations involving firmware, software, storage and logic.  Furthermore, limitations 
such as subsequent cryptographic operations involving significant data transfers require overhead of 
hundreds of sequential instructions, and information radiated from data transfer paths during boot 
sequences require additional technologies to limit transmission vulnerabilities.  Sensor systems on 
missile platforms have historically been processor limited—the volume of sensor data (e.g., EO/IR or RF 
sensors)—exceedingly outpaces the means of von Neumann architectures to extract sufficient 
information; thus, system requirements are strained (i.e., the acquisition range can be limited by a 
constrained number of track files due to hardware bandwidth, latency and power consumption). The 
goal of this project seeks to address these limitations with the use of a non-von Neumann architecture. 
IMCRYPTO allows for data to be computed where it resides—in memory.  IMCRYPTO leverages the 
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unique features of In-Memory Compute to (1 overcome the inherent data transfer bottleneck in typical 
crypto engines, (2 offer high parallelism, (3 support multiple block ciphers, (4 achieve 
encryption/decryption within a single unit, and (5 reduce information leakage. The end state of this 
project is a TRL-6 ASIC IP that provides lower SWaP and more secure crypto operations than what is 
available today. Potential performance impacts include,  

1) 5X increase in throughput and 60X reduction in energy, for the popular AES-128 encryption  
2) Will support multiple cryptographic algorithms including SHA-256, MD5, and DES  
3) Will provide more resilience to power and timing side channel attacks than ASIC-based AES 

accelerators 
IMCRYPTO will leverage Commons supported Core/Foundry partners in Global Foundries and SCMC -
supported EDA access to aid in their development and prototyping efforts 
 

Porous Silicon Particle-Based Ink for Device Protection (PoSiP)- $0.60M 
Lead: ARL-  

Current anti-tamper countermeasures rely on software solutions, and there is a need for physical 
destruction of electronics.  ARL has developed reactive porous silicon (pSi) technology as a physical 
anti-tamper solution, in the form of a printable ink. This effort is focused on improving the ink in 3 areas: 
printability, long shelf-life packaging, and consistent effects. 
 

State of the Art Microelectronics Security Evaluations (SAMSE)- $0.99M 
Lead: Army-  

Army strives to increase the Department of Defense’s readiness for evaluating next generation 
microelectronics. To this end, the project is developing a next generation device survey describing 
current SOTA for heterogeneously integrated/advanced packaged (HI/AP) microelectronics designed for 
secure edge processing, which includes security features, implementations, and known open-source 
vulnerabilities for these components. In addition, the effort compiles available analytical tools and 
testing techniques necessary for HI/AP microelectronics when performing security evaluations for 
selected SOTA microelectronics components. 
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